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1
Decision/action requested

Kindly ask to approve this clarification.
2
References

[1]
3GPP TS 33.503.

3
Rationale

The 5G ProSe Remote UE specific authentication is introduced into the CP-based solution to establish the PC5 security under L2 UE-to-Network scenario. However the name of the authentication is not align within the TS 33.503. This contribution aims to achieve the terminology alignment for the 5G ProSe Remote UE specific authentication.

4
Detailed proposal

*************** Start of the 1st Change ****************
6.3.3.1
Security requirements
Both user-plane (UP) based and control-plane (CP) based the procedure can be used for 5G ProSe Layer-3 UE-to-Network Relay authorization and security establishment. The UP based procedure uses a UP connection to the 5G PKMF, while the CP based procedure uses the 5G ProSe Remote UE specific authentication for PC5 key establishment.

The following are the security requirements for 5G ProSe Layer-3 UE-to-Network Relay communication:

-
For 5G ProSe Layer-3 UE-to-Network Relay security established over control plane, the PCF shall be able to provision the PC5 security policies to the 5G ProSe Remote UE and the UE-to-Network Relay respectively per 5G ProSe UE-to-Network Relay service, during service authorization and information provisioning procedure as defined in TS 23.304 [2]. 
-
For 5G ProSe Layer-3 UE-to-Network Relay security established over user plane, the 5G PKMF shall be able to provision the PC5 security policies to the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay respectively per 5G ProSe UE-to-Network Relay service, during security materials provisioning procedure defined in clause 6.3.3.2.
-
The PC5 UP security policies for protecting 5G ProSe UE-to-Network Relay communication shall be configured per 5G ProSe UE-to-Network Relay service based on the security requirements of the specific relay service.
-
The activation of PC5 signalling security is based on PC5 CP security policies of the specific 5G ProSe UE-to-Network Relay service. 
-
The activation of PC5 user plane security is based on PC5 UP security policies of the specific 5G ProSe UE-to-Network Relay service.
-
The 5G ProSe Remote UE shall establish a different PC5 security context with each different 5G ProSe UE-to-Network Relay and for each different Relay Service Code. It shall also be possible to establish a security context when the 5G ProSe Remote UE is out of coverage.
-
5G PKMF is configured with the security policies associated with each 5G ProSe Layer-3 UE-to-Network Relay service.
*************** Start of the 2nd Change ****************
6.3.3.3.1
General

This subclause describes the security mechanisms for the 5G ProSe Layer-3 UE-to-Network Relay authentication, authorization and key management using the 5G ProSe Remote UE specific authentication for PC5 keys establishment. Network entities AMF, AUSF and UDM are involved for key derivation and distribution of keys used for 5G ProSe UE-to-Network Relay communication. The UE shall be provisioned with necessary policies and parameters to use 5G ProSe services, as part of the UE ProSe Policy information as defined in TS 23.503 [7] clause 4.2.2. PCF shall provision the authorization policy and parameters for 5G ProSe UE-to-Network Relay discovery and communication as specified in 5.1.4 in TS 23.304 [2]. 

*************** Start of the 3rd Change ****************
6.3.3.3.3
PC5 Key Hierarchy over Control Plane
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Figure 6.3.3.3.3-1: PC5 Key Hierarchy for 5G ProSe UE-to-Network Relay security over Control Plane
The different layers of keys (see Figure 6.3.3.3.3-1) are the following:

-
KAUSF_P: A key derived  based on 5G ProSe Remote UE specific authentication, only used to derive 5GPRUK. It is different from KAUSF.
-
5GPRUK: The root credential derived from KAUSF_P that is the root of security of the PC5 unicast link. 

-
KNR_ProSe: This is a 256-bit root key that is established between the two entities that communicating using NR PC5 unicast link. It may be refreshed by re-running the 5G ProSe Remote UE specific authentication to derive a fresh 5GPRUK. 

-
Krelay-sess: This is the 256-bit key that is derived by UE from KNR_ProSe and is used derive keys that to protect the transfer of data between the UEs. The Krelay-sess is derived per unicast link same as KNRP-sess specified in TS 33.536 [6]. During activated unicast communication session between the UEs, the Krelay-sess may be refreshed by running the rekeying procedure. The keys for confidentiality and integrity algorithms are derived directly from Krelay-sess. The 16-bit Krelay-sess ID identifies the Krelay-sess. 

-
Krelay-int, Krelay-enc: The Krelay-int and Krelay-enc are used in the chosen confidentiality and integrity algorithms respectively for protecting PC5-S signalling, PC5 RRC signalling, and PC5 user plane data. These keys are equivalent to NRPIK and NRPEK as specified in TS 33.536 [6]. They are derived from Krelay-sess and are refreshed automatically every time Krelay-sess is changed.
*************** Start of the 4th Change ****************
6.3.3.3.4.1

General
This clause specifies the secondary authentication between a 5G ProSe Remote UE via a 5G ProSe Layer-3 UE-to-Network Relay without N3IWF and an external data network (DN) based on network-controlled authorization (i.e., using 5G ProSe Remote UE specific authentication) as described in clause 6.3.3.3.2. This procedure is optional to support.

The SMF of the 5G ProSe UE-to-Network Relay triggers the secondary authentication of the 5G ProSe Remote UE based on the subscription information and the local configuration of the SMF when it receives a NAS message (e.g., Remote UE Report) from the 5G ProSe UE-to-Network Relay.
The EAP framework specified in RFC 3748 [12] shall be used for authentication between the 5G ProSe Remote UE and a DN-AAA server in the external data network.

Following clause describes the procedures for initial secondary authentication of the 5G ProSe Remote UE with the external DN-AAA server.

*************** Start of the 5th Change ****************
7.3.1
General

The AUSF of the 5G ProSe Remote UE supports the 5G ProSe Remote UE specific authentication of a 5G ProSe Remote UE via the AMF of the 5G ProSe UE-to-Network Relay and 5G ProSe UE-to-Network Relay via the new service operation Nausf_UEAuthentication_ProseAuthenticate for the existing Nausf_UEAuthentication service.

The following table shows the services exposed by AUSF supporting 5G ProSe.

Table 7.3.1-1: 5G ProSe Services provided by AUSF

	Service
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nausf_UEAuthentication
	ProseAuthenticate
	Request/Response
	(Relay) AMF


*************** Start of the 6th Change ****************
7.4.1
General

A UDM supports providing the authentication vector for 5G ProSe Remote UE specific authentication via the new service operation Nudm_UEAuthentication_GetProseAv service operation of the existing Nudm_UEAuthentication service.

The following table shows the services exposed by UDM supporting 5G ProSe.

Table 7.4.1-1: 5G ProSe Services provided by UDM

	Service
	Service Operations
	Operation Semantics
	Example Consumer(s)

	Nudm_UEAuthentication
	GetProseAv
	Request/Response
	AUSF


************** End of the Change(s) ****************
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